Digital Sovereignty & Data
Dependency: Canada & U.S.

“This would build compute capacity and data centres that we need to underpin Canada’s competitiveness, to protect our

security, and to boost our independence and sovereignty, This will give Canada independent control over advanced computing
power while reinforcing our leadership in Al and quantum.”

Prime Minister Mark Carney

on new Major Projects Office helping to build a “Canadian sovereign cloud”
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Executive Summary: The Sovereignty Challenge

Canada operates an open digital economy, fostering innovation but simultaneously creating a reliance on
foreign infrastructure and data control. How to bridge this gap between openness and autonomy?

Lessons from Europe Balanced Sovereignty

Heavy Dependence

g
Outsourced control due to reliance on

U.S. hyperscalers for cloud and Al
(infrastructure.

J

4 N

4 N\
Avoid the pitfalls of Europe's state-led A customized model for Canada

model, which has resulted in lag and combining aggressive innovation with

\slovv execution.

) \strategic autonomy in critical domains.

Sovereign controls and control plane: Policy management

Interprets laws, regulations,
and organizational policies,
and ensuring risks associated
with policy management
have appropriate controls
applied

o)
[¢D]

gE
G &
= s
o @
£ 3
8@
[s%)

g
x
S8
55
O ¢
Q

Reviews the policies to
understand the technical
requirement and potential
challenges in policy
enforcement

Develops and implements tools
to automatically discover and
classify data within the platform,
based on the criteria provided by
the infosec team

Deploy and maintain a
consistent sovereign control
plane from a central point to
ensure independent control over
infrastructure

Defines policies and
requirements data
sovereignty for Policy
Management System

Monitors and audits the policy
management system (all
sovereign controls), ensuring
access to data is restricted and
encryption is applied

Source: Red Hat Elements of cloud sovereignty 2025, synthesis of SAP (2025); Draghi (2024); Deloitte (2024).
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Defining Digital Sovreignty

Digital sovereignty is the national capacity to govern and manage digital ecosystems, ensuring control over key
dimensions:

Data Technology
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Source: Red Hat Elements of cloud sovereignty 2025
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Global Models of Digital Governance

Different global powers prioritize varying approaches, leading to unique strengths and distinct vulnerabilities
In the digital realm.

Model Primary Approach Strategy Strength Primary Risk/ Limitation

High innovation
velocity; major

Innovation driven Market concentration as successful

Entrepreneurial

U.S. Capitalism by startups and . firms become dominant (“winner-
& new entrants technological take-all” Big Tech)
breakthroughs
Government Rapid catch-up Resource misallocation,
China  State-Guided Capitalism directs and funds  growth and strategic overcapacity, rising debt,
strategic industries coordination involution
Government Stable R&D .
EU Big Firm Capitalism directs and funds ~ 'nvestmentand Slower adaptatl.o.n, bureaucracy
strategic industries 'ndustrial policy and reduced agility
alienment
: . Government Trust-based Foreign dependency in critical
Canada Hybrid Dependency (Big directs and funds ecosystem, strong infrastructure (cloud, Al,

Firm and State Guided . . o .
) strategic industries research institutions semiconductors)

Source: Baumol, Litan & Schramm, 2012 - “Four Types of Capitalism”
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Canada’s Digital Dependency Metrics

Despite a robust digital economy, Canada's heavy reliance on foreign providers poses a direct challenge to
long-term sovereignty and resilience.
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Canadian Data Centers: 286

Microsoft's admits that U.S. law
overrides Canadian data
sovereignty under the CLOUD
Act underscores Canada’s
dependence on American tech
giants and the urgent need for a
sovereign cloud capability.
Digital Journal 2025

North

American companies own 84 of Canada's 283 data centres, making the U.S. the largest foreign player in the sector, according to an IJF analysis.
Canadians control 179 of the total data centres. French companies represent the third-largest share, while others are owned by firms from the United Kingdom, Australia, Austria, the

Netherlands and Singapore, along with an unknown company.

Source: Centre for International Governance Innovation: How to Confront Canada’s Digital Dependence, Investigative Journalism Foundation
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Strategic Policy Options for Balanced Sovereignty

Canada needs targeted policy intervention to create sovereign choice without isolating its market from global

InNovation.
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The New Global Industrial Policy

Governments globally are returning to industrial policy, targeting strategic technology sectors to ensure
supply chain resilience and national advantage.

Minimal Hybrid approach The Policy Dilemma
state between market . . . —
intervention and state e The resurgence of state intervention aims
Canada to secure critical technologies (Al, green
Free (N ow) tech, chips).
Market e The risk remains: "Politically chosen
winners become economically inefficient
B o= < = losers." |
\ y, \ y. \ e Canada must balance strategic support
N _ - N - N with strict market discipliize to avoid
N creating costly, non-competitive
domestic firms.
N\ /
Mixed State-
Economy Guided
Targeted Strategic
support with industrial
market direction

signals
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Canada’s Current Digital Ecosystem Status
Canada possesses pockets of excellence (talent) but lacks coherent industrial capacity in core sovereign
domains (infrastructure and enforcement).

Data Governance

4 N\
Bill C-27 (Al and privacy law) is enacted,
but effective enforcement mechanisms

and organizational capacity are yet to be

Talent & Research

/Leading global Al research clusters
(Vector, Mila) are highly successful, but
commercial scaling of domestic firms
remains limited.

J

fully established.
-

.

\

Infrastructure

4 N
Critical dependence on foreign compute
power and cloud services limits
government and SME choice and
resilience.

Source: Red Hat Elements of cloud sovereignty 2025, synthesis of SAP (2025); Draghi (2024); Deloitte (2024).
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